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Customizing Sentinel License
Monitor - ReadMe

This readme contains information on how to customize the Sentinel™ License Monitor.

Who Should Read This Document?

This document is for developers who wish to modify the look-and-feel of the Sentinel License
Monitor.

Basic Requirements

To customize the Sentinel License Monitor you will need the following:
m Java 2 SDK version 1.4 (or higher)

m Working knowledge of Java applets.

Available Files

The following files are available in the /sentinel_license_monitor/source directory:

File Name Description
keyinfo.html An HTML file to display the key information.
licenseinfo.html An HTML file to display the license information.
AppletResources.java The resource file.
AppletResources_en.java The resource file (for English locale).
KeyInfoApplet.java The source of the Java applet used for displaying the key details.
LicenselnfoApplet.java The source of the Java applet used for displaying the license details.
XMLParser.java The parser for the XML file.
build.sh The batch file to build and show output.
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Flow of Communication

Flow of Communication

The flow discussed below will provide you with an idea of how the communication takes place
between the client and server to fulfill the Sentinel License Monitor requests:

1. Client sends a license monitor request via a Web browser. The HTTP request is typed in
using the following format: http://I1 P address (or system nane): HTTP port
nunber. Make sure that Sentinel Protection Server is running on the system, whose IP
address/name is typed.

2. The Sentinel Protection Server sends the keyinfo.htm page in response.

3. The Web browser displays some static text (such as, the page headings) and also makes a
request for the KeyInfoApplet applet.

4. The Sentinel Protection Server sends the KeyInfoApplet in response.

5. To display the key details, KeyInfoApplet needs to parse the XML file. Hence, the applet
makes a request for the KeyInfo.xml file.

6. The Sentinel Protection Server sends KeyInfo.xml in response.

7. The applet parses the XML file and displays the key details. The Web page looks like this:

Sddress | 48] http:fI192.163, 100,91 :6002 b

Sentinel License NMonitor

System Address: <hitp: /19216810091 6002/ =
Eentinel Protection Server Version 7.0.0
This weh page shiwes you detaile of the keys attached to the system.

Please click on a key numhber o view the details about the clients who are using the lirenses availahle with this key.

Eeys# Eey Type Serial Nomber | Part Number Hard Limnit  Licenses-In-Use, Highest Used Timne-Chats
1 Uhtralyi Q00000005 SHEL1153 3 1 2 0
2 [IhraPro OO0 1002 T SHEENDO0] 3 0 0 0
3 UhraPro 00000245 SRE06433 5 0 0 0

10.

11.

The Keyinfo.htm File: An Example

. To view the details of the licenses issued, the client clicks the key number.

. The Sentinel Protection Server sends the licenseinfo.htm page in response.

The Web browser displays some static text (such as, the page headings) and also requests
for the LicenseInfoApplet applet.

The Sentinel Protection Server sends the LicenseInfoApplet in response.
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Flow of Communication

12. To display the license details, LicenselnfoApplet needs to parse the XML file. Hence, the
applet makes a request for the Licenselnfo.xml file.

13. The Sentinel Protection Server sends Licenselnfo.xml in response.

14. The applet parses the XML file and displays the license details. The Web page looks like

this:

Address EI Fietpe [ 192, 166, 100,91 :600Z licenseinfo. hitmi 175

License Usage for the Key

Serial Number: Dx00000005

Following are the usage dedails of each license available with key.

Client/Accoss hode User Narme
Johm - XP Smith
SF_LOCAI_MODE Tim

Client login tirme
1572004 17:33:26

T52004 17:32:17

Client Process 1D
4036
3700

The Licenselnfo.htm File: An Example
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Class Descriptions

Class Descriptions

XMLParser
This is used for parsing the XML buffer.

Function
Vector getXMLTagValue(String xml, String tag)

A method to parse the XML buffer and return the vector that contains all the values found for
the given tag.

KeyIinfoApplet
This displays the details of the keys attached to the system using keyinfo.xml.

Function (Do not modify this function)
getKeyInfoXML_File_from_Server()

A method to request the KeyInfo.xml file from the Sentinel Protection Server.

LicenselnfoApplet

This displays the details of the licenses obtained from the key using Licenselnfo.xml.

Function (Do not modify this function)
getLicenseInfoXML_File_from_Server()

A method to request the Licnselnfo.xml file from the Sentinel Protection Server.
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Build Instructions

Build Instructions

1. Edit the batch file build.bat to modify the JDK_PATH variable as per the location of JDK1.4.

2. Tobuild, type bui Id on the command prompt. The following files will be generated in the
\root directory:

keyinfo.html
licenseinfo.html
KeylInfoApplet.class
KeysRow.class

Label Adapter.class
licenseinfo
LicenselInfoApplet.class
LicenseRow.class
XMLParser.class

\resources\AppletResources.class

o 0O U U 0O U U 0O U 0O O

\resources\AppletResources_en.class

Customizing Sentinel License Monitor - ReadMe 5



Deploying the Modified Sentinel License Monitor

Deploying the Modified Sentinel License Monitor
You must modify your installation program to deploy the /root directory and its contents at the
path where Sentinel Protection Server is installed.

Sentinel Protection Server is installed at the following path on a Linux system:
/opt/sentinel/sentinel_protection_server.

For details on deploying the Sentinel driver and Sentinel Protection Server, refer to the Sentinel
Protection Installer Help.
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Format of the Keylnfo.xml File

Format of the Keyinfo.xml File

<?xml version="1.0" encoding="UTF-8"?>
<!--DO NOT EDIT THIS FILE - it is used by Sentinel Protection Server -->
<ServerInfo>
<ServerVersion>7.0.0</ServerVersion>
</ServerInfo>
<KeysInfo>
<KeyDetails>
<KeyType>1</KeyType>
<SerialNumber>00000002</SerialNumber>
<HardLimit>1</HardLimit>
<LicenseInUse>0</LicenselnUse>
<NumTimeOut>0</NumTimeOut>
<HighestUse>0</HighestUse>
<PartNumber>SRB11150</PartNumber>
</KeyDetails>
<KeyDetails>
<KeyType>0</KeyType>
<SerialNumber>00000009</SerialNumber>
<HardLimit>3</HardLimit>
<LicenseInUse>0</LicenselnUse>
<NumTimeOut>0</NumTimeOut>
<HighestUse>0</HighestUse>
<PartNumber>*</PartNumber>
</KeyDetails>
</KeysInfo>
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Format of the Licenselnfo.xml File

Format of the Licenselnfo.xml File

<?xm version="1.0" encodi ng="UTF-8"?>
<I--Do NOT EDIT THIS FILE-it is used by the Sentinel Protection
Server -->

<KeyConf i gurati on>
<Seri al Nunmber >00000005</ Seri al Nunber >
</ KeyConfi gurati on>
<Li censel nf 0>
<Li censeDet ai | s>
<C i ent | PAddress>SP_LOCAL_ MODE</ d i ent | PAddr ess>
<Cl i ent User Nane>Adm ni strat or</ d i ent User Nane>
<CientLogTi ne>12/ 15/ 2003 19: 49: 2</ d i ent LogTi ne>
<d i ent Processl| D>1560</ Cl i ent Processl| D>
</ Li censeDetail s>
<Li censeDetai | s>
<d i ent | PAddr ess>SP_DRI VER MODE</ i ent | PAddr ess>
<d i ent User Name>SP_DRI VER_MODE</ O i ent User Nane>
<CientLogTi ne>*</Cl i ent LogTi me>
<O i ent Processl D>*</ C i ent Processl| D>
</ Li censeDetai |l s>
</ Li censel nf o>1

1. Unable to obtain the login time and process ID for clients using the SP_DRIVER_MODE access mode.
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Technical Support

Technical Support

If you have questions, need additional assistance, or encounter a problem, please contact our
Technical Support using the options provided below:

Technical Support Contact Information

Customer Connection Center (C3)

http:/lwww.safenet-inc.com/support/index.asp

Americas

Internet

http:/lwww.safenet-inc.com/support/index.asp

E-mail

techsupport@safenet-inc.com

United States

Telephone

(800) 959-9954

Fax

(949) 450-7450

Europe

E-mail

EUTechSupport@safenet-inc.com

France

Telephone

0825 341000

Fax

44 (0) 1932 570743

Germany

Telephone

01803 (7246269)

Fax

44 (0) 1932 570743

United Kingdo

m

Telephone

0870 7529200

Fax

44 (0) 1932 570743
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Technical Support

Technical Support Contact Information (Continued)

Pacific Rim

E-mail techsupportpacrim@safenet-inc.com

Australia and New Zealand

Telephone (61) 39882 8322
Fax (61) 39882 0588
China

Telephone (86) 10 8851 9191
Fax (86) 10 6872 7342
India

Telephone (91) 11 2691 7538
Fax (91) 11 2633 1555
Taiwan and Southeast Asia
Telephone (886) 2 27353736
Fax (886) 2 27352383

© Copyright 2004, SafeNet, Inc. (Baltimore)
All rights reserved.
http://www.safenet-inc.com

SafeNet, Sentinel, and UltraPro are either registered trademarks or trademarks of SafeNet, Inc. All the product names referenced herein are
trademarks or registered trademarks of their respective manufacturers.

September 2004, Revision A
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